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Components of monitoring architecture
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What is Grafana?

@ Grafana is an open-source tool that allows you to query,
visualize, analyze metrics and logs.

@ Grafana is interoperable with more than 100 data sources,
such as InfluxDB, ElasticSearch, OpenSearch and
traditional relational database engines like MySQL.

® Dynamic and interactive dashboards are created by using
these sources to select relevant fields from data.

® Dashboards can incorporate a varied range of
visualization components such as gauge, graphs, heat
maps, and histograms.
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What is Grafana? ﬂ(IT

Karlsruhe Institute of Technology
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Grafana Demo ﬂ(".

Karlsruhe Institute of Technology

Play around with Grafana on our TEST Instance:
B https://grafana-sdm-test.scc.kit.edu/
@ Use it for testing!

® Monitoring Training Session Folder:

B https://grafana-sdm-test.scc.kit.edu/dashboards/fimpY9npcVk/monitoring-training-
session

® You find examples of logs and metrics Dashboards

6 January 23, 2023  Evelina Buittitta - Grafana Steinbuch Centre for Computing
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Data sources ﬂ(".

stitute of Technology

® Grafana can query and integrate with many different types of databases.
This is done by adding a data source (only the administrators can
manage the data sources) of the type you want to query or integrate with.

® When a data source has been created and configured you are ready to
start exploring and visualizing data.

infl <Y OpenSearch

v ow = O

elasticsearch
PostgreSQL
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Data sources query editor A\‘(IT

® Each data source’s query editor provides a customized user interface
that helps you write queries.

® You use a data source’s query editor when you create queries in
dashboard panels or Explore.

Example: the InfluxDB query editor

Datasource | () InfluxDB ~ @ Query options MD=auto =616 Interval = 30s Query inspector
A (InfluxDB) @0 @ W
FROM default  select measurement WHERE + &
SELECT field(value) mean() +
GROUP BY time(S_interval)  filljnull) +
TIMEZONE ORDERBY TIME | ascending
LIMIT SLIMIT

FORMAT AS Time series  ~ ALIAS

January 23, 2023  Evelina Buttitta - Grafana Steinbuch Centre for Computing



Dashboards ﬂ(“.

Karlsruhe Institute of Technology

A dashboard is a set of one or more panels organized and arranged into one or more rows.
Each panel can interact with data from any configured Grafana data source.

Dashboards may have variables that can act as filters on your visualizations.

Dashboards may be imported/exported as JSON.

88 EB Dev / Telegraf - system metrics tr «§ [t B ® O@lastthr v~ @ & M~ &

rce | LSDF Influx Menitoring ~ server | elastic-sdm-01.scc.kitedu ~ Interval | auto cPu | All v disk | All interface | All ~ Save dashboard

~ Quick overview

CPU usage RAM usage Process Users Swap Usage Thre

Example of Dashboard: ) 48 (\} (\) 543, 2 ( ) 1055 A row with 7 panels

Telegraf- System metrics

Memory usage CPU Usage
66666
64.Gil
33333
0B - = =
11:05 11:10 11:15 11:20 1125 11:30 11:35 11:40 11:45 11:50 11555 1200
125GiB  125GIB  125GB  125GiB .
min max avg cumem
343GIB 343G 345GB 343GiB i}
elastic-sdm-01.sce kit edu: user 231%  406%  299% 231%
elastic-som-01.scc kit edu: system 0408%  0752% 0499%  0.430%
S39ME S30ME 539ME 539 M8 ! it edu: soft
CPU Load CPU usage per core

min  max  avg cumentv
= cpuls  438% 963% 544% 713
cpuld  344% B50%  493%  532%

— cpus

min max avg curment — cpub 371%  7.39%  496% 4.92%
elastic-sdm-01.scc kit.edu: load1 0260 269 0986 0.675 - cpuiz
elastic-sdm-01.scc kit edu: loads 0650 147 102 0715
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Dashboards library ﬂ(“.

® Browse a library of official and community-built dashboards at
https://grafana.com/qrafana/dashboards/

{3 Grafanalabs Sroduct Open source Solutions Learr Company Downloads Contact us

Search for a Dashboard

Open it

Copy the ID

Import it in your Grafana instance

Dashboards

From heatmaps to histograms, graphs to geomaps: fast and furious visualizations any

way you want.

Video: Getting started with Grafana dashboard design —

W e

Featured

Monitor your Kubernetes Visualize your MongoDB data Visualize your Jira data Visualize your DataDog data o
deployment Telegraf - system metrics Sign up for Grafana Clowd 2
InfluxDB dashboards for telegral metrics P
Overview  Rewisions  Reviews
Get this dashboard
- Dy - : —
Category L R G

» 00 Dpashboards

Data Source

Kamon 2.x - System metrics Prometheus system Telegraf - system metrics
dashboard
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Panels

® The panel is the basic visualization building block in Grafana.

® Each panel has a query editor specific to the data source selected in the panel.

® There are a wide variety of styling and formatting options for each panel.

® Panels can be dragged and dropped and rearranged on the dashboard. They can also be resized.

€ System metrics / Edit Panel

-&——— Choosea

Table view @ Fill Actual @ Last6hours ~ Q@ o & Time series
Memory usage Q search optior Vlsua|lzat|0n type

100GB S W S— All Overrides

0B — | S | p— — i

06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 1:00 1:30 - Panel options
Last* Min Max
= elastic-sam-01.5cc kit.edu - total 13568 135GB  135GB Title
Memory usage

B Query 1 A Transform 0 o Alert 0 Description

C h O 0 S e th e % Datasource | (7) LSDF Influx Monitoring ~ | @ > Queryoptions MD=auto=827 Interval = 30s Query inspector .
4 Styling and
Datasourceto use i
v A (LSDF Influx Monitoring) oD en i Transparent background fO rm attln g
(] .
FROM default mem WHERE host = elastic-sdm-0l.scckitedu + v (0] pt|0 ns
> Panel links
SELECT field(total) mean() alias(total) +
> Repeat options
field(used) mean() alias(used) +
~ Tooltip
) mean() i
Tooltip mode
field(free) mean() alias(free) + single Al Hidden
field(buffered) mean() alias(buffered) +
q I ) v Legend
. GROUP BY time(S_interval) tag(host) fill(null) +
Query Editor vty
TIMEZONE (optional) ORDERBYTIME | ascen ding
LiMIT (optional) SLIMIT | (optional) Mod
FORMAT AS Time series ~ | ALIAS | $tag_host : $col List  Tabl
Placemen 1

+ Query + Expression
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Example 1 ﬂ(“.

® Visualize the number of CPU of one server from InfluxDB

& System metrics / Edit Panel

Table view @ Fill Actual Last6hours ~ & O au Stat

GrafanalnfluxQL InfluxDB data Example Q search options

guery editor element
FROM measurement system 48 ~ Panel options

Title
WHERE tag_set host =
(key and VaIUE) elastiC_Sdm_ 8 Query 1 s Transform 0
01 -Scc. klt’ edu Datasource | () LSDFInflixMo.. v | @ > MD=auwo=280 Interval=1m  Query inspector

CPUs

Description

Transparent background

SELECT fleld n_cpu v A (LSDF Infiux Monitoring) Q0 ® @ i e

FROM default system WHERE host = elastic-sdm-01.scckitedu + & > Panel links
SELECT field(n_cpus) mean() + * Repeat options
GROUP BY time(S_interval)  fill(null)  + ~ Value options
TIMEZONE (optional) ORDERBYTIME  ascending . Show
Calculate a single value per column or serie
LiMIT (optional) SLIMIT | (optional) Calculate All values
FORMAT AS Time series  ~ | ALUAS | n_cpus Calculation
Choose a reducer function / calculation
Last*
+ Query + Expression
Fields

Select the fields that should be included in

Numeric Fields

12 January 23, 2023  Evelina Buittitta - Grafana Steinbuch Centre for Computing
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Example 2

® Visualize the memory usage of one server from InfluxDB

InfluxDB data

Grafana InfluxQL

query editor element
FROM measurement
WHERE tag_set

(key and value)
SELECT field
Add function (+)

GROUP BY tag

ALIAS

January 23, 2023

& System metrics / Edit Panel

Table view @ Fill Actual @ Lastéhours v & O
Memory usage
150 GB
Example 1008
50 GB
mem oe S | I | | i
07:30 08:00 08:30 03:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00
Last* Min Max
host = elastic-sdm- = elastic-sam-01.sce kit.edu : total 135GB 135G 135GE
- elastic-sdm-01.sce.kit.edu : used 369GE 36.9GB 37.2GB
o 1 . Scc. klt ¢ edu == elastic-som-01.sce kit edu : cached 95.0GB 91.6GB 97.3GB
tOtal 4 usedl caChedl B Query 1 {5 Transform 0 4 Alert 0
etc..
Datasource | (7) LSDF Influx Monitoring ~  (® > Queryoptions MD=auto=929 Imerval = 208 Query inspector
r ions(), alias() etc..
agg egat ons ’ alas etC A (LSDF Influx Menitoring) O 0 e Wi
FROM default.  mem WHERE host = elastic-sdm-01.scckitedu + pd
SELECT field(total) mean() alias(total) +
host
field(used) mean() alias(used) +
field(cached) mean alias(cached) +
$measurement or $m il R S
field(free) mean() alias(free) +
$tag_<tag_name>
. field(buffered) mean() alias(buffered) +
$col (for fields)
GROUP BY time(S_interval)  tag(host) fillinull) +
TIMEZONE optiona ORDERBY TIME | ascending v
LiMim (optional) SLIMIT | (optional)
FORMAT AS Time series ~ | ALIAS | Stag_host: Scol

Evelina Buttitta - Grafana
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= Time series

Q search options

All

~ Panel options
Title

Memory usage

Description

Transparent background
L ]

> Panel links

* Repeat options

~ Tooltip
Tooltip mode
Single All Hidden
~ Legend
Visibility
a
Mode

List Table

Placement

Bottom Right

Values
Select values or calculations to show in legend

Last* ®x  Min ¥  Max X

v Axis
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Visualizations
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® Grafana offers a variety of visualizations to support different use cases.

Highlights of the built-in panels:

» Graphs & charts
- Time series is the default and main Graph visualization.
- State timeline for state changes over time.
- Status history for periodic state over time.
- Bar chart shows any categorical data.
- Histogram calculates and shows value distribution in a bar chart.

- Heatmap visualizes data in two dimensions, used typically for the magnitude of a phenomenon.

- Pie chart is typically used where proportionality is important.
- Candlestick is typically for financial data where the focus is price/data movement.
» Stats & numbers
- Stat for big stats and optional sparkline.
- Bar gauge is a horizontal or vertical bar gauge.
* Misc
- Table is the main and only table visualization.
- Logs is the main visualization for logs.
- Node Graph for directed graphs or networks.
> Traces is the main visualization for traces.
- Flame Graph is the main visualization for profiling.
« Widgets
- Dashboard list can list dashboards.
- Alert list can list alerts.
- Text panel can show markdown and html.
- News panel can show RSS feeds.

14 January 23, 2023  Evelina Buittitta - Grafana

For a complete documentation check the
visualization types at:
https://grafana.com/docs/grafana/latest/panel

s-visualizations/visualizations
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Sharing dashboard and panels A\‘(IT

® Grafana allows you to share dashboards and panels with other users within an organization and
In certain situations, publicly on the Web.

® You can share using:

® Link (For panels -> You can also optionally click Direct link rendered image to share an
Image of the panel)

® Snapshot (to share an interactive dashboard publicly)
® Embedded link (for panels only)

® Export Dashboard (in JSON format) wogu-symemmanis of < |
Share UL Snapshot Export X
Create a direct link to this dashboard or panel, customized with the options below.
3 Trnstom
boo &
Theme

nnnnnnnnn

https://grafana-sdm-test.scc kit.edu/d/9M11jKFVk/telegraf-system-metrics?orgld=1&refresh=1r
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m After the Grafana installation a wide range of visualizations and data sources
are available. However we can extend them with the plugins.

B [t is possible to install one of the plugins built by the Grafana community (or
build one by yourself).

® Grafana supports three types of plugins:
® panels (Worldmap Panel, Clock, etc)
B data sources (support for new databases)

® apps (for applications)

® Browse a library of official and community-built plugins at
https://grafana.com/grafana/plugins/

16 January 23, 2023  Evelina Buttitta - Grafana Steinbuch Centre for Computing
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Grafana vs OpenSearch Dashboards A\‘(IT
N

\} OpenSearch Dashboards

Grafana

Product Itis an open-source standalone visualization tool. Itis part of the open-source OpenSearch project.
Cross-platform: supports over 100 data sources Dashboards is currently designedto work only with
Datasources OpenSearchand does not supportany other type of

such as InfluxDB, MySQL, Elasticsearch and

OpenSearch data source -> Multi data sources is an experimental feature in the

last release!
Better suited for application that require
continuous real-time monitoring metrics like CPU
load, memory, etc..

Metrics/Logs Better suited forlog file analysis and full-text search

gueries

Dashboards should be configured against the

Installation Setting up Grafana is very easy as it is standalone. same version of the OpenSearch node.

Query Grafana provides a platform to use multiple query Dashboards supports Dashboards Query Language
editors based on the database and its query (DQL) (but might not be intuitive to a first time)
syntax.

Data _ _ o
Visualization Grafana has a wide variety of customization Also offers alarge variety of visualization types
Capabilities capabilities with collapsible rows and panel editors.

18 January 23, 2023  Evelina Buttitta - Grafana Steinbuch Centre for Computing
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Useful links AT
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SDM/SCC:

® Grafanainstance: https://grafana-sdm.scc.kit.edu

® Grafana Test instance : https://grafana-sdm-test.scc.kit.edu

® Grafana DataCenter Metrics: https://datacenter-metrics.scc.kit.edu
® Contact mail: sdm-grafana-admins@lists.kit.edu

Official links:

® Grafana Documentation: https://grafana.com/docs/grafana/latest/?plcmt=footer

® Introto timeseries: https://grafana.com/docs/grafana/latest/fundamentals/timeseries/

® Webinar and videos: https://grafana.com/videos/?plcmt=footer*

® Tutorials: https://grafana.com/tutorials/?pg=0ss-graf&plcmt=resources *

@ Getting started with Grafana(video): https://grafana.com/go/webinar/getting-started-with-grafana/

® Best practices for creating dashboards; https://grafana.com/docs/grafana/v9.3/dashboards/build-
dashboards/best-practices/#best-practices-for-creating-dashboards

*Filter by Technology= Grafana
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