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With Edge Computing, 
processing is done by 
devices themselves.

With Fog Computing, 
collected data is pushed to a 

separate device for processing.



Quick introduction
into IoT cloud service
security & trust models
H O W  T H I N G S  A R E  &  H O W  T H E Y  S H O U L D  B E



Reality
vs.
Expectation

http://www.mdpi.com/1999-5903/6/2/261/htm

http://www.mdpi.com/1999-5903/6/2/261/htm


Reality
vs.
Expectation



THERE IS NO CLOUD:
It’s just someone 
else’s computer



THERE IS NO CLOUD:
It’s just someone 
else’s computer

Feature Requests:
§ Use Edge & Fog 

computing first.
§ Run remaining 

cloud services at 
minimal trust.

§ Verify security and 
trust at local 
nodes & cloud.

§ Least-privilege 
principle for 
network & code.



Why is
Fog Computing
Security so hard?
M I C R O C O N T R O L L E R S  A R E  D I F F E R E N T



Security
+ Time 
= Comedy
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The ugly truth™ is that
defenders must find 
all flaws – attackers

only need to find one.
B R E A K I N G  A  S Y S T E M  I S  E A S Y .

F I X I N G  A  S Y S T E M  I S  H A R D .



Feature Requests:
§ Enable scalable 

maintenance.
§ Design systems 

for graceful 
failure.

§ Engineer for 
recovery, even 
under attack. 

The ugly truth™ is that
defenders must find 
all flaws – attackers

only need to find one.
B R E A K I N G  A  S Y S T E M  I S  E A S Y .

F I X I N G  A  S Y S T E M  I S  H A R D .
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Flat memory
models

N O  S E P A R A T I O N
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Resources
matter
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No device is too
small for being secured.

There are just wrong 
engineering choices 

during design
D O N ’ T  B E  T H A T  E N G I N E E R …



D O N ’ T  B E  T H A T  E N G I N E E R …

Feature Requests:
§ Threat Modelling
§ Compartments 

through spatial 
or temporal 
code isolation.

§ Secure firmware 
updates and 
communication

No device is too
small for being secured.

There are just wrong 
engineering choices 

during design



Device power 
consumption:
Transparency of 
device operations 
to attackers 



Device power 
consumption:
Transparency of 
device operation 
to attackers 

Information Security – Theory vs. Reality: Power Analysis  https://slideplayer.com/slide/9497570/

Power Analysis for Cheapskates
http://www.newae.com/files/OFLYNN_WhitePaper.pdf

https://slideplayer.com/slide/9497570/
http://www.newae.com/files/OFLYNN_WhitePaper.pdf


A system should be 
secure, even if the 

crypto algorithm and 
everything about the 

system - except the 
key - is made public.

K E R C K H O F F S ’ S  P R I N C I P L E
B Y  A U G U S T E  K E R K H O F F S

D U T C H  L I N G U I S T  A N D  C R Y P T O G R A P H E R
1 8 3 5 - 1 9 0 3



A system should be 
secure, even if the 

crypto algorithm and 
everything about the 

system - except the 
key - is made public.

K E R C K H O F F S ’ S  P R I N C I P L E
B Y  A U G U S T E  K E R K H O F F S

D U T C H  L I N G U I S T  A N D  C R Y P T O G R A P H E R
1 8 3 5 - 1 9 0 3

Feature Requests:
§ Don’t use class 

keys 
§ Allow key 

change on 
compromise

§ Assume the 
attacker read 
your code



Random,
or not?

T I M E  I S  N O T  R A N D O M

v

P R N G  v s .  T R N G



P R N G  S E C U R I T Y

X

r a n d ( )  i s  n o t r a n d o m



C O D E  F R O M  A  D A T A B A S E  A P P L I C A T I O N  U S E D
B Y  T H E  G E R M A N  G O V E R N M E N T
F O R  S E C U R I T Y  A U D I T  M A N A G E M E N T

3 0 C 3  T a l k

https://youtu.be/7uXHUt67HJg


C O D E  F R O M  A  D A T A B A S E  A P P L I C A T I O N  U S E D
B Y  T H E  G E R M A N  G O V E R N M E N T
F O R  S E C U R I T Y  A U D I T  M A N A G E M E N T

C O D E  F R O M  X K C D . C O M ,
A  W E B C O M I C  O F  R O M A N C E ,  S A R C A S M ,
M A T H  A N D  L A N G U A G E  ( X K D C . C O M / 2 2 1 )

https://youtu.be/7uXHUt67HJg
https://xkcd.com/221/


randomness
/ˈrandəmnəs/

the quality or state of 
lacking a pattern or 

principle of 
organization; 

unpredictability.
D O N ’ T  B E  T H E  E N G I N E E R  T H A T  B R E A K S  I T …



Feature Requests:
§ Choose devices with 

TRNGs when possible.
§ For PRNGs - use non-

volatile pools, seeded 
at manufacturing and 
updated during 
device-runtime.

§ Do not mistake long 
PRNG periodicity with 
security – use secure 
PRNGs instead.

randomness
/ˈrandəmnəs/

the quality or state of 
lacking a pattern or 

principle of 
organization; 

unpredictability.
D O N ’ T  B E  T H E  E N G I N E E R  T H A T  B R E A K S  I T …



Storage,
seriously?

O U T  O F  M E M O R Y

U

D A T A  S E C U R E ,  T O O ?

extracted 

indirectly

stepping through existing code
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R e a d  p r o t e c t i o n  b y p a s s

http://www.openpcd.org/images/HID-iCLASS-security.pdf
http://blog.includesecurity.com/2015/11/NordicSemi-ARM-SoC-Firmware-dumping-technique.html


Exposed box with 
communication stack
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Opaque Block

, Messages delivered independently of communication stacks

Firmware
update blocks

FW005

Firmware Update Image

Secure Storage,
Firmware Update Blocks

Re-flash Untrusted 
Application Upon Completion

Opaque

Secured and trusted 
device process

Decrypt 
and verify 
using 
DTLS

Case Study: Secure Firmware Update
§ Flash-peripheral access is granted exclusive 

to the firmware update core-service.

§ Uses the MPU for blocking access to the 
flash controller to everybody except the 
firmware update service code.

§ Malware is forced to use APIs to attempt 
writing to flash memories:
§ Public-Key firmware signatures by the 

device owner or manufacturer are 
required by API to install updates.

§ Firmware is downloaded piece-by-
piece into secure storage.

§ The system reboots after initial 
verification into a small boot-loader for 
copying the new firmware into its 
actual position of the internal flash.

§ The internal firmware is activated after 
final signature verification (temporal 
isolation!).

§ Crypto-watchdog enforces remote control 
side-channel - even in presence of on-device 
malware controlling communication.

§ Only the server can re-trigger device 
watchdog using the cryptographic secret.



“It ain’t what you don’t 
know that gets you 

into trouble. It’s what 
you know for sure that 

just ain’t.”
M A R K  T W A I N



“It ain’t what you don’t 
know that gets you 

into trouble. It’s what 
you know for sure that 

just ain’t.”
M A R K  T W A I N

Feature Requests:
§ Understand the 

threat model of 
your hardware.

§ Review hardware 
& software security 
in combination.

§ Ask for 2nd pair of 
eyes security 
reviews for own 
designs and code.



Questions?

THANKS!
F i n d  m e  a t  t h e  c o n f e r e n c e

o r  e m a i l  a t  m i l o s c h @ m e r i a c . c o m

… and recommended 
reading:
§ Arm Security Manifesto, 

Pages 4&5: goo.gl/3pWUPs
§ Practical real-time operating 

system security for the 
masses, Pages 10ff: 
goo.gl/t6EP8U

https://goo.gl/3pWUPs
https://goo.gl/t6EP8U

