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UNITY

Proxy IdP with protocol translation
Can be used as IdP without the proxy part
Has multiple endpoints (SP Gateways)

Multiple SPs can use the same endpoint
SPs can use dedicated endpoints

Offers multiple authenticators
An authenticator can be used for multiple endpoints
An authenticator can be dedicated for one endpoint

Member of the Helmholtz Association 30. August 2018 Slide 2



PROTOCOL TRANSLATION
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USERHOME
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USERHOME
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USERHOME
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USERHOME
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ADMIN UI
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ADMIN UI

Divided in four sections
Contents management

Add, delete and edit groups

Manage user attributes

Edit group membership

Disable and remove user

Registration & enquiry
Manage registration and enquiry forms

Accept, create, delete or reject registration requests

Create invitations
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ADMIN UI

Schema management
Manage attribute definitions

Manage credential types and definition

Manage identity definitions

Server management
Configuration of the system itself

Manage authenticators, endpoints and translation profile

Edit message templates

Create or restore database backups
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Service integration
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SERVICE INTEGRATION
Services can be connected via

SAML
Must be added in configuration files
Done by metadata file, like DFN AAI
Static configuration for whole IdP

– URL
– Entity ID
– Certificate
– . . .

OAuth2/OIDC
Done by self-service
Administrator of SP registers the OAuth2/OIDC client
The administrator must not be signed in to create the request
During the registration all necessary information are provided
Manually acceptance of the client request as last validation
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OAUTH2/OIDC REGISTRATION
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OAUTH2/OIDC REGISTRATION
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Group management
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GROUP STRUCTURE

Hierarchical groups
Membership in multiple
groups is supported
Roles and attributes
may be different in
each group
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ATTRIBUTE STATEMENTS

Create attributes within the specific group
Copy attributes from another group, e.g. root group
Create attributes, depending on attributes from another group
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User management
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ADMIN UI

Member of the Helmholtz Association 30. August 2018 Slide 19



USER MANAGEMENT

Attributes of a selected user can be
Reviewed
Edited
Added
Deleted

Users must be member of the parent group, before they can be
added to a subgroup

User can be added to a subgroup by
Drag & Drop
REST API
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Open issues/enhancements
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OPEN ISSUES

expires in
Part of Bearer token
Released as exp
Not defined in RFC 6750, but used within the example
Some clients expect ”expires in“ as key

external authn
Not yet supported
Pass Information from ”first level“ IdP down to SP
Maybe tricky because of the data minimisation in the GDPR
Deleted
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ENHANCEMENT

Group management
Have a ”Add to group“ button in user context menu, especially if
multiple users should be added to a group
Have a dedicated and simplified interface for the group
management

– Only users with Content manager role will see this interface
– The group administrators will only see their own groups and the

parent groups
– No attribute management within this interface

Users can request group membership and administrators can grant
or reject it
Administrators can invite users and external people to their groups
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