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What is Computer Security? 

 
►Handling security incidents 

►Policies 
► Investigation & forensics 
►Cooperation & coordination 

 Not (really) part of this presentation 

 
►Preventing security incident 

►Architecture/software design & implementation 
►Hardening of existing architecture/software 

 Against what, why, how and up to what level? 
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Improving Security 

►Evaluate the situation (Risk assessment) 
►Who are the attackers? What do they want? 
►What are your assets? 
►What are the threats? 
►What are the consequences? 

 

►Seal most dangerous holes & re-evaluate 
 

3 



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007 Computer.Security@cern.ch  —  GridKa School 2014 , Kalsruhe 

Security Continuous Integration 

►Evaluate the situation (Risk assessment) 
►Who are the attackers? What do they want? 
►What are your assets? 
►What are the threats? 
►What are the consequences? 

 

►Seal most dangerous holes & re-evaluate 
 

►Service Agility: Impact of new services/features? 
 

►Follow attacker evolutions & re-evaluate: 
►Are there new attackers? 
►Are there new attacks, new trends? 
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Finding the correct equilibrium 

►Compromises & equilibrium: 

How much an 
incident might 

“cost” you 

How much 
prevention will 

“cost” you 
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Finding the correct equilibrium 

►Compromises & equilibrium: 

How much 
would an 

attacker gain 

How much an 
attacker need 

to invest 
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What are attackers after? 

►Bragging & Reputation 
►Attack well known entities 
►Try to get as much exposure as possible 
►Can create noise about any “hack”, even insignificant ones 

 Difficult to prevent, damage control required 
 

►Political & ideological goal (Hacktivists) 
►Mostly anything can be a target 
►Sometime similar to standard bragging 

 Difficult to prevent, damage control required 
 

►Money (professional hackers) 
 Rational, methodic 
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How to make money from hacking? 

►Stolen resources: 
►Sell resources to other ‘business’ partners 

 Send spam (non-legitimate business offers) 
 Send phishing: 

 Malware (malicious attachments) 
 Forged forms asking for passwords 
 Links to Phishing Web pages 

 DDOS: Use distributed resources to disturb (public) services 
►Host malicious content: 

 Phishing web sites (steal more credentials) 
 Malicious architecture (hide your tracks & high availability) 

► Inject malicious links/ads/content to existing websites 
►Mine crypto-currencies 
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How to make money from hacking? 

► Infected computers 
►Ads & popups  
►Pay per install software 
►Blackmail (including Crypto-lockers) 
►Banking malware 
►Steal credentials 

 

►Stolen data 
►Sell credit card numbers 
►Sell users private data (for phishing and social engineering) 
►Sell corporate data 
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New variable: 
Crypto-currencies 
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Crypto-currencies 

 
 

►Fully functional currencies: 
►Concepts of accounts, transactions 
►Double-spending impossible 

 
►No ‘banks’ required (but some exist): 

►Accounts are auto generated: 
 Private key (used to sign transaction) 
 Address (derived from private key) 

►Transactions are verified by miners 
 

►Exchanges with real currencies 
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Transactions everywhere (chains) 

A_1 

B_1 

C_1 

4 BTC 
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(B_1) 
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For A_1 
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11 BTC 
(A_1) 

2.5 BTC 
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12 BTC 
For D_1 
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Block Chain & Miners 

 
►Block: 

►Contains aggregated valid transaction 
►Proof of work: hard computing problem 

 BTC: hash(block) < target 
 

►Miners: 
►Hash blocks until someone find good one 

►Paid: 
 Per solved block 
 Per transaction (if it included a mining fee) 
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Change rate (BTC-USD) explosion 
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Crypto-currencies: Security implications 

 
►Easy and reliable way to make money from [CG]PU 

 
►Very low traceability: 

►No link address <-> user (except currency exchanges) 
►Laundering: create new addresses and move coins 

 
►Publicly verifiable transactions with no middleman 
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Bitcoin explosion: interesting transactions  
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Bitcoin explosion: interesting transactions  
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Bitcoin explosion: malware boom 

© Kaspesky 
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Crypto-currency: Security Impact 

 
►Not really a standard threat 

►Small disruption (consuming resources) 
►No real impact on system integrity 
► Interesting way of detecting a compromise: 100% CPU 

 

►BUT: insider threat 
►What prevent users to mine crypto-currencies? 
►What are the consequences of mining? 
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New threat: 
Crypto-lockers 
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What is Cryptolocker? 

 
 

 
►No infection method by itself (run by something else) 

 
► Impressive blackmail: 

►Use proper cryptography to encrypt all interesting files 
► Increase pressure: threat to delete private key 

 

► ‘Standard’ business: only few reports of non-decryption 
 

►Enormous results: > 40’000 BTC  
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Cryptolocker prevention 

 
►Do backups: 

►Backups on an external system (e.g. tape backups) 
►Off line backups 

 

►Follow the ‘Least Privilege Principle’: 
►Give ‘Read only’ accesses when possible (e.g. websites) 
►Remove outdated permissions 

 

►Never pay 
►Paying increase the incentive to make malware 
►There is no proof they will give you data back or won’t re-attack you 
►Crypto-locker case: private key database discovered! 
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New Attackers: 
Nations 
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Hardware interception 
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Man In The Middle 
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Nations: Security Threats? 

►Lot of reports of mass surveillance programs 
►Data interception 
►Hardware backdoors 
►… 

 

►Examples of malwares used by law enforcement 
 

►From our point of view: 
►Able to spend unlimited resources 
►Goal/potential damage unclear 

 Nothing special to do 
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Why Computer Security is 
broken: SSL/TLS example 
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What is SSL/TLS? 

 
►Communication layer ensuring: 

►Confidentiality: nobody can read the exchanged data 
►Authenticity: you know who you are talking to 
► Integrity: nobody can change your messages 

 

►Used almost everywhere: 
► ‘s’ in HTTPs, SMTPs, IMAPs… 
► Implemented in Linux, Windows, Mac OS 

 
►History: 

►SSL, SSL v2, SSL v3 
►TLS1.0, TLS1.1, TLS1.2, (TLS 1.3) 
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Broken SSL libraries 

►Apple SSL: Wrong certificate validation 
 
 
 

 

 
 
 

►GNUTLS: Wrong certificate validation 
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HeartBleed (OpenSSL) 

© XKCD 
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Costs 

 
►Apple & GNUTLS: Man In The Middle: 

►Someone could intercept and modify protected data 
►Mainly a client issue, not a server issue 
 

►Heartbleed: Stealing data from servers (& clients) 
►Stealing users passwords 
►Stealing server privates keys 

 Long term impact unknown: 
 Stolen passwords & keys could still be valid 
 Recent discovery of (old) attacks using Heartbleed 
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Reasons for failures 

►Apple: basic programming issue 
 

►GNUTLS: wrong return value 
 

►Heartbleed: 
►Basic input validation missing 
►OpenSSL maintained by few peoples 

 
 Bad quality code everywhere? 

 Software has no guaranty: if it breaks, bad luck… 
 Programmers not responsible: only expected to patch quickly! 
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Heartbleed: Lesson learned? 
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Heartbleed: fixed? (1 month later) 
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QUESTIONS? 
THANKS FOR COMING! 
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Good old method: 
credential theft, Windigo 
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What is Windigo? 

 
►Large scale malicious operation 

►Targeting mainly servers 
►Without using 0-days or vulnerability (mostly) 

 
►Botnet building: Ebury 

►Openssh Backdoor 
►Stealing credential used for Openssh: 

 Password 
 SSH private keys 

►Credential exfiltration: 
 Pushed to malicious servers (pseudo DNS queries) 
 Pulled by operators (stored locally) 
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How does Windigo grow? 
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Making money out of Windigo? 
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