g g(IT universitat EEE] ‘

G ,01’
ety u U|r n Universitat Lol
Karlsruhe Institute of Technology o KOﬂStanZ hsesced

iE H! UNIVERSITAT EBERHARD KARLS N
T\
\0[panaging
1818

'"MANNHEIM . e . A
UNIVERSITAT
ﬁ‘ : universitatfreiburg TURBINGEN

bW ‘ HPC - SS UNIVERSITAT
HEIDELBERG
ZUKUNFT
SEIT 1386

Additional Topics:
Usage of bwHPC & HoreKa Clusters

Samuel Braun
KIT, SCC

!
Baden-Wiirttemberg
Ministerium fiir Wissenschaft,

Forschung und Kunst . . .
National High-Performance Computing Center

University of Stuttgart I-ESSLl NGEN
UNIVERSITY

Germany




@ Outline

@ Access and Data Transfer @ Software Topics

@ SSH Keys @ Using Containers: Apptainer/Enroot
@ GUI applicatios / Remote Visualization
@ Best Practice: Data Sharing

@ WwsL2

@ VS Code
@ Remote SSH
@ code-server
@ Code Tunnel
|

Remote SSH to compute node
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W Access and Data Transfer
SSH Keys

@ It is not possible to self-manage your SSH Keys by adding them to the ~/.ssh/authorized_keys file

@ Deposit and Register Keys
@ uC3: https://bwidm.scc kit.edu/
@ HoreKa: https:/fels.scc.kit.edu/

@ Types of Keys:
@ Interactive, for login

@ command, for automation

@ Use the Key
B ssh/scp -i .. / rsync -e "ssh —-i SHOME/.ssh/somekey" ..

@ Orsimply define it here ~/.ssh/config
@ Documentation:

@ https://wiki.bwhpc.de/e/Registration/SSH
@ https://www.nhr kit.edu/userdocs/horeka/sshkeys/

R
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https://wiki.bwhpc.de/e/Registration/SSH
https://www.nhr.kit.edu/userdocs/horeka/sshkeys/

W Access and Data Transfer
SSH Key Types

@ Command Key @ Interactive Key
@ Valid w/o 2FA login, limited lifetime @ Valid for one hour after 2FA login, limited
lifetime
@ For automated workflows, e.g. CI/CD
® Restriction to a single command @ Interactive Key with FIDO2 Security Key
e
@ Example: For transfers with rsync, register the

following command: a , just touch FIDO stick
/usr/bin/rrsync -ro / -rw /
B ssh-keygen -t ed25519-sk ..

@ Supported clusters: bwUniCluster 3.0, NEMO
2, HoreKa

https://wiki.bwhpc.de/e/Registration/SSH#Step_2A:_Register_Interactive_Key
https://wiki.bwhpc.de/e/Registration/SSH#Step_2B:_Register_Command_Key

R
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W Access and Data Transfer
GUI applicatios / Remote Visualization

@ How to keep data on the cluster?

@ .. andinvolve applications with GUI?

@ Types of / working on remote data

B sshfs-mount

a
| (VNC)
a

B Server-Client model

@ Post-processing as batch job

@ Example: Paraview

g PR
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W Access and Data Transfer
sshfs-mount

@ Mount remote file system

@ Work locally with GUI application

B sshfs <user>Q@uc3.scc.kit.edu:/path/to/workspace /path/to/mountpoint

@ Pros @ Cons
@ Easyto use @ Data traffic: Bandwidth, Latency

@ Stress to the parallel file system

R
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W Access and Data Transfer
X11-Forwarding

@ Start GUI application on server (login/compute)

@ Application window is shown locally

B ssh -Y <user>Quc3.scc.kit.edu

@ Pros @ Cons
@ Easytouse @ Data traffic: Bandwidth, Latency
@  Works well with e.g. MobaXterm @ Non-Linux: Additional software required
@ Data remains on server @ X11 - Wayland

(but successor tools in the works)

R
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W Access and Data Transfer
Virtual Network Computing (VNC)

@ Start remote desktop session on server

W start_vnc_desktop starts interactive job, starts VNC session, gives hints for connecting

@ Start any application within desktop environment

@ Pros @ Cons
@ Entire desktop environment available @ VNC viewer required

B Data remains on server

R
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W Access and Data Transfer
Virtual Network Computing (VNC)

hk:~S$ start_vnc_desktop —--hw-rendering

local:~S /opt/TurboVNC/bin/vncviewer

a €j4555@hkn0802:/hkfs/home/project/hk-project-scs/ej4555

[ej4555@hkn1990 ej4555]% start c_desktop --hw-rendering
* Allocating 1 node (Use command line option --nodes to change)
* Allocating 76 processors per node (Use command line option --ppn to change)
Allocating 4 GPUs per node (Use command line option --num-gpu to change)
Using queue 'accelerated' to allow hardware rendering
Using wall clock limit ©02:00:00 (Use command line option --walltime to change)
Allocating resources to launch a VNC desktop:
Launching the VNC desktop on the resources granted by the batch system.
salloc: Granted job allocation 1498539 V, @@
salloc: Waiting for resource configuration P ——
salloc: Nodes hkn@802 are ready for job

TurboVNC: hkn0802.localdomain:1 (€j4555) [Tight + JPEG 1X Q95 + CL1]

© Date &Time

& Users

Desktop 'TurboVNC: hkn@802.localdomain:1 (ej4555)' started on display hkn@802.localdomain:1

% Default Applications

" . : T, . : 5 Red Hat Enterprise Linux 8.2
Starting applications specified in vglrun -d :0.0 -c proxy +wm /usxr/bin/gnome-session

Log file is /home/hk-project-scs/ej4555/.vnc/hkn@802.localdomain:1.1log
502.5 GiB

Hint for TurboVNC Viewer users (command line): or  Intel” Xeon(R) Platinum 8368 CPU @ 2.40GHz x 152
_ NVIDIA A100-SXM4-40GB/PCle/SSE2
- IE Version 3.32.2

vncviewer ExtSSH=1 Via=ej4555@hk.scc.kit.edu Server=hkn0802:1 Password=olbmW1+9 SecurityTypes=VN 64-bit

<k 959.7GB

Hint for TurboVNC Viewer users (GUI)
Fill in the following entry field:
VNC server: hkn0802:5901

Click "Options" and choose tab "Security". View Updates
Fill in the following entry fields:

RedHat
Enterprise Linux

Gateway (SSH server or UltraVNC repeater)

R
bw|HPC - S5 :: % Seite: 9/ 31



W Access and Data Transfer
Virtual Network Computing (VNC) via JupyterHub ==

W Start remote desktop session via JupyterHub*, choose Basemodule jupyter/extensions

@ Access VNC desktop session in new browser tab

@ Start any application within desktop environment

@ Pros @ Cons
@ Entire desktop environment available @ Some users may prefer not to work in a
. o browser and instead run the GUI applications
@ Arbitrary GUI applications on server natively.
@ Data remains on server
@ No additional software required
*) JupyterHub instances
0 Jupy

https://uc3-jupyter.scc.kit.edu
https://hk-jupyter.scc.kit.edu
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W Access and Data Transfer
Virtual Network Computing (VNC) via JupyterHub
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W Access and Data Transfer
Jupyter

B Access server via web-browser

@ Manually start JupyterLab or usage via JupyterHub*

@ Pros @ Cons
@ Data remains on server @ No execution of arbitrary GUI applications
@ No additional software required

B Trivial to use

*) JupyterHub instances
https://uc3-jupyter.scc.kit.edu
https://hk-jupyter.scc.kit.edu
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W Access and Data Transfer
Jupyter
@ JupyterHub

a
Login

Spawn

Browse JupyterHub

B S Jupyter@ucs x|+
= < © uc3-jupyter.scc.kit.edu AR
AT Jupyter@uC3
S Jupyter@UC3
Jupyte Softwre Stacks

uc3-jupyter.scc.kitedu/jhub.

Login

o

‘The login to JupyterHub consists of the following steps, you will be redirected

accordingly:
« Click on "Enter JupyterHub"
« Choose your home organization
« Enter username and password

« Enter the one-time password (second factor)

Login#)

Documentation

« bwHPC Wiki: Information about the use of bwUniCluster 3.0.

« Jupyter Wik Generalinformation about Jupyter and s use on the
bwuniCluster.

« Service Description: Service description on the KIT-SCC website.

Software

Software stacks

e

€ & 0 @

Table of contents
Login
Documentation
Software
Software stacks
Installing own software

Contact

Select resources and modules

B S uupytereuca x

c

7~ Jupyterhub Home Token

AT
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A JupyterHub x [ 4

Kit.edu/jhu %

Select your resources
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Good av

lty d
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Runtime: 05 hour v
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Amount of memory: w8
JupyterLab-Basemodule: et 5
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€ & 0 u O 2
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»

@ Logout

a

e

File
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@ Access and Data Transfer
Jupyter
@ Manually start JupyterLab

Login to login node

Start interactive job

Load jupyter module (or install in own venv)
Start jupyter

Create SSH tunnel: Laptop = login node —
compute node

Browse https://127.0.0.1:1337

~ F
L]
= [P] Notebook
. @ D s}
Pyin Bash Code (s
Gpviker canven)
©
_ B consol
» e (o
Pyonz  gash
o Bk
B oo

ssh uc3.scc.kit.edu
salloc -p dev_cpu -t 30
module load Jjupyter/extensions

Uy U U

# New terminal

jupyter lab —-—-no-browser —--port=1337 --ip 0.0.0.0

ssh uc3.scc.kit.edu -L 1337:<ComputeNodeID>:1337

Click http-link in terminal

B M e € & © @ H 2 » =

g PR
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W Access and Data Transfer
Server-Client model

@ Many applications feature server-client model
@ Start server-side application on login/compute node
@ Establish SSH tunnel (only port 22 is open)
@ Connect client-side application to server
@ Pros @ Cons
@ Data remains on server @ GUI application must support server-client
mode

R
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W Access and Data Transfer
Server-Client model

@ Example: Paraview (on login node)

Login to Cluster Paraview-Client
Start pvserver User-PC
Establish a tunnel

Connect client (server and client MUST be
same software versions)

# Connect
ssh <user>@uc3.scc.kit.edu

# Load software
source /opt/bwhpc/common/etc/easybuild/enable_eb_modules
module load ParaView

# Go to workspace
cd $(ws_find <myWorkspace>)

# Start server
pvserver —-display :0

# Establish SSH tunnel (from new terminal)
ssh <user>@uc3.scc.kit.edu -L 111111:localhost:111111

g PR

Paraview-Server

Login-Node
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W Access and Data Transfer
Server-Client model

@ Example: Paraview (on compute node)

Login to Cluster

Allocate computre node Papiogeomesy |
Start pvserver User-PC I
Establish a tunnel

Connect client (server and client MUST be same
software versions)

# Connect
ssh <user>@uc3.scc.kit.edu
salloc -p <partition> —--gres=gpu:l

# Load software
source /opt/bwhpc/common/etc/easybuild/enable_eb_modules
module load ParaView

# Go to workspace
cd $(ws_find <myWorkspace>)

# Start server
pvserver —-display :0

# Establish SSH tunnel (from new terminal)
ssh <user>@uc3.scc.kit.edu -L 111111:<nodelID>:111111

g PR

Proxy
Login-Node

Paraview-Server
Compute-Node
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W Access and Data Transfer
Post-processing as batch job

@ Reproducible Post-processing: Use scripts/macros!

@ For similar/identical post-processing tasks on large number of simulations

@ Pros @ Cons

@ Consistent post-processing @ High initial effort

W Saves you work

R
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W Access and Data Transfer
Post-processing as batch job

#!/usr/bin/env python

. Python SCHpt: automation‘py from paraview.simple import *

LoadState ("state.pvsm")
myview = GetActiveView ()

@  Assumption:
. . . SaveAnimation ('bild.png', myview,
Paraview Statefile exists SutfinFormat — " %04dn,

CompressionLevel = 0,
FrameRate = 1)

@ Execute script via batch job #1/bin/bash

. #SBATCH — tition=
W xvfb-run pretends that graphical leremer —osoe

. . #SBATCH —-ntasks-per—-node=1

output exists (virtual X server) #SBATCH -cpus-per—task=10
#SBATCH -time=48:00:00

source /opt/bwhpc/common/etc/easybuild/enable_eb_modules
module load ParaView

xvfb-run -a -s "-screen 0 3840x2160x24" pvbatch automation.py

R
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W Access and Data Transfer
Best Practice: Data Sharing

@ How to share data with another person on the same cluster?

$ ws_allocate sharing 30

$ 1s -1d $(ws_find sharing)
drwx------ 2 ab1234 xyz 4096 Oct 9 00:42 /pfs/work7/workspace/scratch/abl234-sharing-0

— workspace is private!

@ Allow full permission for user xy3456

$ setfacl -Rm u:xy3456:rwX,d:u:xy3456:xwX,other::-,group::-,d:other::-,d:group::- $(ws_find sharing)

— Access Control Lists (ACLs) are used
- Default ACLs define permissions for newly created files and directories

@ Further information and examples:
https://wiki.owhpc.de/e/Workspace#Sharing_Workspace_Data_within_your_Workgroup

R
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W Access and Data Transfer
WSL2

@ Linux environment directly on Windows

calculator [—][3][x

Different distros

[
DEG DEC
. V ” . t t d VM wx || =2 4 7|l cec| A
ery well integrate — —
EE log 1 Y
@ Access to file systems . :
e @ Microsoft Edge Developer webs: X | =+ n ' ¢ y e
. . . hifiats ; Chat Search all apps Q :
Windows Terminal e e L s BIRSTIES S o e | ]
1 " Microsoft = o o A B c +
. Personal apps
G U I S got: sto || 7 g s
. % Tabs Buill [ o || 4 = .
The new Micrdie ...
SuM 1 2 3
A” Llnux tOO|S at hand' The new Microsoft Edge is here 4 Meetings EXE © . e
download on all supported versig 8
. 1i0S and Android. Get it today! Built for Microso: ft B e improvements t...
SSh Plain Text v Tab Width: 8 v n1,c ‘Dawnlaad ol - Top picks
= Popular apps PN Ak Away
. rsync El O Type here to search O B mE @ & B e g 3 a4 %

https://docs.microsoft.com/de-de/windows/wsl/tutorials/gui-apps

@ Documentation:
https://docs.microsoft.com/de-de/windows/wsl/
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) Datei Bearbeiten Auswahl Anzeigen Gehezu - docker-compose.yml - jupyterswarm-neu [SSH: swarm-master] -... — X

. Vi s u a I St u d io COd e @ EXPLORER -+ & docker-compose.yml X & Dockerfile (00] <o

' JUPYTERSWARM-NEU [SSH: SWARM-MASTER] @ docker-compose.yml

R m SSH \ jupyterhub_srv 1 version: "3.7"
e ote @ jupyterhub_config.py services:

2
jupyterhub-proxy.pid i e
. Jupyreriiubisgice 5 # build an image with SwarmSpawner and our jupyterhub_
@ IDE, code editor ) seces ¢ wdepends.on
! & env 7 # - hub-db
& docker-compose.yml 8 env_file: .env
docker-compose.yml_back 9 image: swarm_hub
@ VS Code has become very popular L e 0 e
. ) context:
':J\/L;plyterhu?,cogflg,py 12 dockerfile: "Dockerfile"
. . SCeEAPYT 13 # mount the docker socket
@ Windows, macOS and Linux 8 wikommenipyy i | | e -
15 # - "443:443"
16 - "8000:8000"
H . 17 volumes:
. EXtenSIOn. Remote SSH 18 - "/var/run/docker.sock:/var/run/docker.sock"
19 - "nginx.vol:/mnt"
20 - "data:/data"
. SSH to HPC Systems 2 - "./]:upyterhub_srv/E/srv/jupytgrhub/" ,
22 - "./jupyterhub_config.py:/srv/jupyterhub/jupyterhub
23 # - "/etc/letsencrypt/:/etc/letsencrypt/"
@ Connection to local WSL2 24 e
26 networks:
27 - jupyterhub-net
. Supports ZFA' > GLIEDERUNG 28 #environment:
respects ~/ Ssh/config > SSH: swarm-master ®O0A0 WO Zeile 38, Spalte 53  Leerzeichen:2 UTF-8 LF Compose & [}

@ Documentation:

@ https://code.visualstudio.com/docs/remote/remote-over
view

@ Remote SSH

R
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https://code.visualstudio.com/docs/remote/remote-overview
https://code.visualstudio.com/docs/remote/remote-overview
https://www.nhr.kit.edu/userdocs/horeka/debugging_codeserver/#vs-code-remote-ssh

« - C:.ka?emss;:Odjrse?z'zz.o.wf-w )0/?folder=/home/ka/ka_scc/ka_ej4555 % 1y Mo € & © tv 9 oe » =
@ Visual Studio Code o o
o=
code-server s@
&
. B
@ Server-side component of VS Code
@ Access VS Code in web browser
@ Development and Debugging on
compute nodes!
Usage:
@ Start code-server on compute node T
module load devel/code-server Ceeen s c
PASSWORD='EinSicheresPasswort!!lelf' \ = T e | st e
code-server —--bind-addr 0.0.0.0:8900 o o o
——auth password CER e e
@ SSH-Tunnel | T
ssh —-L 8900:<uc3nXXX>:8900 \ kﬂ%ﬂ;m ,,,,, w8 fenweecnoy i)
ka_abl234Quc3.scc.kit.edu R J
@ Open web browser at http://127.0.0.1:8081 ] — )
@ Documentation:

B code-server
B https://github.com/cdr/code-server/tree/main/docs

g PR
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@ Visual Studio Code
Code Tunnels

Good

compute node

B Connects server-side code tunnel via

{GitHub,Microsoft}-proxy to client side VS ;
Code oo

Allows access to compute nodes

Bypasses intended security measures and Bad x
access policies

Some Microsoft or
GitHub server which
we have to trust...

@ The need for countermeasures is currently Q
being evaluated

@ Documentation: bwUniCluster

compute node

https://code.visualstudio.com/docs/remote/tunnels

R
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https://code.visualstudio.com/docs/remote/tunnels

® Visual Studio Code
Remote SSH to compute node

Use default Remote SSH plugin

Run your own SSH-Server on Compute node [ka_abl234Quc3nl06 ~]$ /usr/sbin/sshd -d -f ~/.ssh/sshd_config

Establish SSH tunnel to compute node

@ Connect VS Code Remote SSH to localhost

# SSHD configuration (bwUniCluster) # SSH configuration (laptop)

[ka_abl1234@uc3n991 ~]$ cat ~/.ssh/sshd_config [samuel@laptop ~]$ cat ~/.ssh/config
Port 2222 Host uc3-compute

HostName localhost

User ka_abl234

Port 2222

IdentityFile ~/.ssh/myKey

AddressFamily any

ListenAddress 0.0.0.0
PermitRootLogin no
PasswordAuthentication no
PubkeyAuthentication yes

HostKey ~/.ssh/keys/ssh_host_rsa_key

g PR
bVV HPC SE; ..‘.2322

<

Search

@ 3 Welcome X

&
5
g

Start

(& New File...

Tj Open File...

] Open Folder...

2—9 Clone Git Repository...

> Connect to...

4,
C> Generate New Workspace...

PROBLEMS OUTPUT DEBUG CONSOLE

% 08O

Walkthroughs

Get started with...

More...

TERMINAL -«

® [ka_ej4555@uc3n106 ~]$ nvidia-smi -L
Biimumnl\ IDIA H100 (UUID: GPU-16b38e07-5846-a59d-447c-e31daad4050d0)

—
[ka_ej455%guc3nl06 ~]$ l
> SSH: uc3-compute |\ JWAYNIN

goash +v @D W -
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[ka_abl234Quc3n991 ~]$ salloc -p gpu_hl00_short —--gres=gpu:l -t 30

[samuel@laptop ~]$ ssh uc3-loginl.scc.kit.edu -L 2222:uc3nl06:2222

Q- o~
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W Software Topics
Using Containers: Apptainer/Enroot

® Container @ Docker
B Lightweight, isolated runtime environment @ Released 2013
for applications = OS-level virtualization ®  First widely popular container solution
@ Packages the application + its dependencies @ Ecosystem

into a single image

@ Consistent/reproducible/portable
environment B
— attractive for scientific HPC-workloads!

# Get and run Python 3.15
docker run -it —--rm -v $ (pwd) :/mnt

g PR

@ Tools: build, run, and manage containers

@ Dockerhub: central public registry

Not suited for HPC systems
@ (Root) deamon required
@ Security concerns

@ Isolation

python:3.14 bash

Seite: 28 / 31



W Software Topics
Using Containers: Apptainer/Enroot

@ Containers for HPC
B Dedicated HPC container runtime
W Compatibility with file systems

@ Unprivileged, no daemon

@ Enroot @ Apptainer
@ Origin: NVIDIA @ Origin: Lawrence Berkeley National Laboratory
@ nhttps://github.com/NVIDIA/enroot Now: community-led
@ Minimal, rootless container tool for OCl images B https://github.com/apptainer/apptainer
@ GPU support

Most popular (?) HPC container solution

@ Recommended tool on bwUniCluster & HoreKa

R
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https://github.com/NVIDIA/enroot
https://github.com/apptainer/apptainer

W Software Topics
Using Containers: Apptainer/Enroot

@ Using Apptainer

@ Build a container image:
apptainer build

@ Run shell/command in container image:
apptainer shell / run

@ Run an application inside a container:
apptainer exec

[samuel@laptop ~]1$ cat /etc/os-release | grep PRETTY

PRETTY_NAME="Manjaro Linux"
[samuel@Rlaptop ~]$ apptainer exec —-—-no—home docker://ubuntu cat /etc/os-release | grep PRETTY

INFO: Using cached SIF image
PRETTY_ NAME="Ubuntu 24.04.4 LTS"

W Use to avoid loss of your history ;)

@ Documentation:
@ https://www.nhr kit.edu/userdocs/horeka/containers/
@ https://apptainer.org/docs/user/latest/

_gs PR o
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B Weitere Informationen

Die Initiative ,Baden-Wurttemberg High Performance Computing (bwHPC)" bietet Wissenschaftler*innen in Baden-Wurttemberg Zugang zu verschiedenen
Hochleistungsrechnern - ideal fir datenintensive Forschung, komplexe Berechnungen oder Kl-Entwicklung. Auch Studierende, Promovierende und Forschende aus
Baden-Wurttemberg konnen diese landesweite Infrastruktur und die zugehdrigen Support- und Schulungsangebote nutzen.

bwHPC betreibt mehrere spezialisierte Clusterrechner, die in Fachbereiche aufgeteilt sind:

@ bwUniCluster 3.0 (Karlsruher Institut firTechnologie): Grundversorgung fur alle Disziplinen

JUSTUS 2 (Universitat Ulm): Theoretische Chemie, Quanten- und Festkdrperphysik

NEMO 2 (Universitat Freiburg): Neurowissenschaften, Elementarteilchenphysik, Mikrosystemtechnik, Materialwissenschaften

Helix (Universitat Heidelberg): Strukturelle Biologie und Systembiologie, Medizinwissenschaft, weiche Materie, Computational Humanities, Mathematik und
Informatik

ﬁ BinAC 2 (Universitat Tibingen): Bio- und Medizininformatik, Pharmazie, Astrophysik und Geowissenschaften

Die Registrierung erfolgt clusterspezifisch und setzt ein sogenanntes ,Entitlement” sowie ein genehmigtes Rechenvorhaben voraus. Eine Ubersicht zum Anmeldeprozess
finden Sie im bwHPC-Wiki.

@ Webseite

office@bwhpc.de

https://www.bwhpc.de https://wiki.bwhpc.de
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